ACCESS

Management Suite

Intuitive, Robust Management for all Memory Expert’s Security Platforms

ACCESS™ is the software suite which provides the administrative tools needed to manage the MXI family of
secure portable storage platforms which include ClipDrive Secure™, ClipDrive Secure IDENT™, ClipDrive Bio,
ClipDrive Bio IDENT™, Outbacker™ and Stealth™,

ACCESS is a Windows™ based intelligent application that recognizes and communicates with all MXI| secure devices.
In doing so, ACCESS presents customized menus depending on which device is being managed. As ACCESS is a
cross platform application, it need not be reinstalled or redeployed should new MXI secure devices be added to the
organization.

ACCESS was designed with the customer in mind. The software is easy to use yet affords significant flexibility in
terms of user management, provides additional levels of security in terms of protection from brute force attack on
both the biometric and password files, offers robust administrator tools as well as detailed device and software ver-
sion information for support activity.

ACCESS supports the integration of third party Application Program Interfaces (API) and there is a Software
Developer’s Kit (SDK) available for integration services. Our SDK provides the ability to use our public and private
“stores” which are secure encrypted (SHA-1) areas used to store trusted credentials and unique corporate identifiers.

Third parties can use the MXI Software Development Kit (SDK) to integrate any MXI Secure Portable Storage Device
into their solutions. The SDK allows applications to manage and authenticate users, set security policies, configure
partitions and access special reserved memory areas called MXI private and public “stores”. These “stores” are only
available through the SDK. Private stores are secured with AES encryption for each user and can be used, for exam-
ple, to store and retrieve trusted credentials. Public stores can be used to store such things as unique corporate
identifiers or device certificates signed by the organization. These advanced features allow an enterprise the ability to
use MXI secure products as multi-purpose trusted devices for any access control, authentication and secure storage
application.

m; MEMORY
Enfrust Ready EXPERTS






