
The Password Dilemma

Organizations face increasing pressure 

to secure their networks and applications

from unauthorized access—spending

countless hours and dollars to address the

vulnerabilities they encounter.Their efforts

are often aggravated by the practices of

users that do not adhere to policies and

procedures.With users writing down pass-

words, sharing them with others or utilizing

the same ones for multiple applications,

password-based authentication remains

the weakest link in the security chain.

Secure Authentication

DigitalPersona Pro revolutionizes authen-

tication with its state-of-the-art fingerprint

recognition technology and, unlike pass-

word and token-based solutions, is an 

identifier unique to each person that can

not be utilized by others. Users simply tap

DigitalPersona’s award-winning fingerprint

reader to authenticate to any network, appli-

cation or Web site. By taking passwords 

and their management out of the hands of

users, security is enhanced, help desk costs

are reduced and life for everyone—users

and administrators—is improved.

Cost-Effective Control

Adding fingerprint-based authentication

results in measurable financial benefits and

a rapid return-on-investment. By removing

the need for users to remember passwords,

there is no need to worry about password

resets or fielding support calls due to lost 

or forgotten passwords. And unlike Single

Sign-On,Tokens, Password Self-Reset and

other solutions, fingerprint-based authenti-

cation is not only less costly, but more

secure and more convenient.

Powerful Management

DigitalPersona’s server software is tightly

integrated with Microsoft® Active Directory®

to auto-generate, serve and update pass-

words for every application and account.

DigitalPersona Pro leverages the policy man-

agement and administrative tools inherent

in Active Directory to provide centralized

user account management and control. As

a result, passwords and their management

are completely automated, creating a 

convenient and more secure environment

for both users and administrators.

Flexible Authentication

DigitalPersona Pro allows administrators 

to establish the authentication practices

that best suit their particular environments.

By utilizing DigitalPersona’s multi-factor

authentication feature, different security

levels can be established depending on

specific access needs to various networks,

applications or online services.DigitalPersona

Pro supports fingerprint,password and smart

card authentication policies—and specific

combinations of these—to provide security

controls by user or by groups. No matter

what the user requirements, administrators

have the ability to grant or deny access.

End-to-End Solution

DigitalPersona Pro is a complete turnkey

client-server solution that includes a 

USB fingerprint reader—or keyboard with 

integrated fingerprint reader—workstation

software and server software.With a conven-

ient,“out-of-the-box” design, it is easy to

install and manage. Administrators can

quickly enable users throughout the organi-

zation while maintaining the utmost control,

security and productivity.

DigitalPersona® Pro
Strong Authentication for Secure, Simplified Sign-On 

DigitalPersona Pro Delivers:

• Reliable, convenient finger-
print-based authentication

• Alternative to passwords,
tokens, smart cards or PKI

• Secure access to network
and applications

• Powerful, centrally-managed
authentication platform

• Flexible user- and group-
based policy management
through tight integration
with Microsoft Active
Directory

• Precise event logs to achieve
regulatory compliance

Organizations benefit through 
significantly tightened security,
increased productivity and
improved identity management.

Users benefit from the convenience
of not having to remember, update
and manage multiple passwords.

Administrators benefit through 
the elimination of user behaviors
that compromise security, reduced
support calls and simple “out-of-
the-box” deployment.




